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Protect your family,
home and privacy from S
cyber threats.

From online shopping and banking to social media and mobile smart home applications, devices hold valuable information that

hackers can use to steal data or money, engage in identity theft, or even gain access to your home.
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1. This includes both Email Account Compromise (EAC) and Business Email Compromise (BEC) which scams individuals or businesses into transferring funds without authorization. United States, Federal Bureau of Investigation. “2019 Internet
Crime Report”” Internet Crime Complaints Center IC3, 11 Feb. 2020, www.ic3.gov/Media/PDF/AnnualReport/2019_IC3Report.pdf.
2. A personal data breach occurs when an individual's personal data is transferred to another without authorization. United States, Federal Bureau of Investigation. “2019 Internet Crime Report.” Internet Crime Complaints Center IC3, 11 Feb. 2020,

www.ic3.gov/Media/PDF/AnnualReport/2019_IC3Report.pdf.

3. Intimidation using inaccurate or accurate information online is harassment. United States, Federal Bureau of Investigation. “2019 Internet Crime Report.” Internet Crime Complaints Center IC3, 11 Feb. 2020,

www.ic3.gov/Media/PDF/AnnualReport/2019_IC3Report.pdf.

4. "Preventing Bullying |Violence Prevention|injury Center|CDC:" Centers for Disease Control and Prevention, 21 Oct. 2020, www.cdc.gov/violenceprevention/pdf/yv/Bullying-factsheet_508.pdf.
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NetGuard® SELECT from Tokio Marine HCC - Cyber & Professional Lines Group is a unigue and comprehensive
cyber insurance policy designed to protect you and your family from emerging cyber threats including:

e Cyber Extortion

* Ransomware

e Cyber Crime

e Online Fraud

e Cyber Bullying

e |dentity and privacy protection

In addition to state-of-the-art insurance coverage, NetGuard® SELECT policyholders have access to IDX’s industry
leading identity protection, fraud detection, and dark web monitoring services to take control of their privacy.

Policyholders simply log onto www.idx.us/tmhcc to learn more and activate their services.

\ WHEN CONSUMERS USE “FREE ONLINE TOOLS” SUCH AS GOOGLE, 86%
FEEL CONCERNED FOR THEIR PRIVACY AND 74% FEEL “LITTLE CONTROL"”

’ L]
f e REGARDING THE COLLECTION OF THEIR PERSONAL INFORMATION.®

@ -2020 Ponemon and IDX Study

Contact our Cyber Claims Team 24/7 if you think a cyber event has occurred.
Email us at CyberClaims@tmhcc.com
or call 888.627.8995

5. “New Ponemon and IDX Study Shows Rift in Consumer Privacy Options and Understanding.” /dx.us, www.idx.us/knowledge-center/ponemon-privacy-security-2020

NetGuard® SELECT




\\. TOKIO MARINE

HCC

tmhcc.com/pro

This communication provides a general product
summary and should not be construed as a
guarantee of coverage. Any claim scenarios
described in this communication are hypothetical
and used solely for the purpose of illustrating
how the insurance is intended to apply to certain
situations. Whether, or to what extent, the
insurance applies to a particular claim or loss
depends on the circumstances of the claim or
loss and the terms and conditions of the policy,
as issued.

In this era of internet-connected devices, technology has made our lives easier, but we have also become more
vulnerable to cyberattacks and fraud. With a NetGuard® SELECT policy, you can feel protected.

NetGuard® SELECT provides coverage for a wide range of cyber threats, including:

Breach Event Costs and Security and Privacy Liability

If you have access to the private information of others because you serve on the board of a non-profit or volunteer
to coach your child’s sport team, you may face unexpected financial losses if that private information is lost, stolen
or exposed while in your possession. With NetGuard® SELECT, you have breach event costs coverage, which
pays for your costs to notify affected individuals and give them breach support, such as credit monitoring, when
private information you are holding or using is lost, stolen or exposed. NetGuard® SELECT also protects you with
security and privacy liability coverage, in case you need a defense against claims made against you by those
affected individuals. Security and privacy liability coverage also covers settlements and judgments awarded
against you in privacy and security claims.

Identity Theft Expenses

Your personal identity can be stolen and used by hackers to open new lines of credit or commit health insurance
fraud. If you become a victim of identity theft, NetGuard® SELECT will cover your identity theft expenses,
including the costs to request your credit report and enroll in credit monitoring. We also cover your legal expenses
if you hire an attorney to help you restore your identity and credit.

In addition, our partner, IDX, will provide you with the care and assistance you need if/when your identity is stolen.
Once you become a policyholder, you will have access to all of the identity theft tools and resources that IDX has
to offer. Log onto www.idx.us/tmhcc to activate your services.

Data Recovery Costs
If data stored on a computer or smart device in your home is damaged or stolen due to a system failure,
NetGuard® SELECT will cover your costs to replace, recreate or restore that data.

Cyber Extortion and Cyber Crime

Ransomware and cyber crime attacks are on the rise. If you or a member of your household clicks on the wrong
link, inadvertently navigates infected web pages, or is tricked into opening infected files by malicious text
messages or emails, you may become the victim of ransomware. Ransomware is a type of cyber extortion event
where a hacker locks up your system or files and demands a ransom payment to regain access. If this happens to
you, NetGuard® SELECT will cover the ransom amount and the cost of hiring an IT expert to help you through the
crisis. Criminals can also steal your money through a variety of cyber crime schemes, such as stealing your
passwords or personal credentials to take money directly from your bank account or to submit fraudulent wire
transfer requests to your bank. You can also become a victim of phishing scams, where criminals use malicious
emails, text messages or telephone calls to trick you into sharing your passwords or sending money. If you lose
money due to any of these scams and you are not able to recover it from your credit card company or bank,
NetGuard® SELECT will cover the loss.

Cyber Bullying

If you or a member of your household is a victim of cyber bullying, NetGuard® SELECT will cover your therapy fees,
childcare or caregiver expenses, temporary relocation expenses, and the cost of hiring an IT expert to remove
humiliating or harmful online content. If the victim of cyber bullying is a minor who is unable to attend school,
NetGuard® SELECT also covers temporary private tutoring expenses, unreimbursed tuition or the increase in
tuition to relocate the minor to another school.

Limits up to $1,000,000
Premiums start at $500

Contact your Tokio Marine HCC - Cyber & Contact our Cyber Claims Team
Professional Lines Group 24/7 if you think a cyber event has
Underwriter to learn more. occurred.

Kareen Boyadjian, Director, Underwriter — Email us at

Product Leader CyberClaims@tmhcc.com

Direct: 818.382.6106 or call 888.627.8995

Cell: 818.439.4541
kboyadjian@tmhcc.com
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