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Why Tokio Marine

Tokio Marine HCC is a leading specialty
insurance group conducting business
in approximately 180 countries and
underwriting more than 100 classes
of specialty insurance. Headquartered
in Houston, Texas, the company is
comprised of highly entrepreneurial
teams equipped to underwrite special
situations, companies and individuals,
acting independently to deliver
effective solutions. Our products and
capabilities set the standard for the
industry, as many of our approximately
3,000 employees are industry-leading
experts.

Tokio Marine HCC's major domestic
insurance companies have financial
strength ratings of “A+ (Strong)” from
Standard & Poor’s Financial Services
LLC, “A++ (Superior)” from A.M.
Best Company, Inc., and “AA- (Very
Strong)” from Fitch Ratings; its major
international insurance companies
have financial strength ratings of “A+
(Strong)” from Standard & Poor’s
Financial Services LLC.*

Tokio Marine HCC is part of Tokio
Marine, a premier global company with
a market cap of approximately $36
billion.**

*At the time of printing
**As at 31.12.2020

Tokio Marine HCC Cyber Menu

The cyber threats facing your business
can seem vast, difficult to identify and,
possibly, unmanageable. But with the

right partners and with the right expertise,

those threats can be controlled.

Paying for the reputational and material
damage caused by a cyber-attack is of
course important, but we believe it is far
more important to prevent these attacks
happening in the first place. To do that

we and our partners work closely with
you, tailoring our service to your business,
to ensure you have the best possible
defences in place.

Cyber risks are multi-faceted and so to
defend against them, we take a multi-
faceted approach - the Golden Triangle
- encompassing your people and your
processes as well as your technology.
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Media and Crisis Response Training

Cyber attacks can happen in the full glare
of the media spotlight. Our training will
help you manage the media effectively,
reducing the likelihood of reputational
damage.

C t In group: USD 5,800 or equivalent
0s One-on-one: USD 4,600 or equivalent

Phishing Simulation

Your people are your greatest asset, but
they can also be your greatest weakness.
Our phishing simulation will help you
understand how susceptible your people
are to attack and identify key points of
weakness across the organisation.

Negotiable. Starting from £2,500 for 20
targets

Working from Home Exercise

With more and more people working from
home, it is vital that your IT teams and
C-suite understand the risks this poses to
your business and how you can mitigate
them.

Negotiable. Starting from £2,500 for 20
Cost ;s

BCP Topline Review

Having an effective Crisis or Business
Continuity Plan is vital to the success of
any business. This review will ensure that
yours are in the best possible shape.

Approximately USD 2,400

PROVIDER: Fleishman Hillard

Fleishman Hillard, one of the world's leading PR agencies, will

deliver bespoke media training to provide your organisation with:

e Clear, consistent messaging to help control the media narrative

e Confidence in dealing with the media across a broad range of
channels

e Technigues to manage interviews, maintain control of the
message and deal with difficult questions

This training is available in group or one-on-one sessions,
including mock interviews to practice what has been learned.

PROVIDER: CyberScout

CyberScout has been helping to protect businesses from cyber-

attacks for nearly two decades. They will apply that expertise to

your organisation, conducting mock email phishing campaigns to
assess the susceptibility of your people to genuine attacks.

The standard CyberScout package will run a phishing campaign
with the option of an enhanced, simulated ‘embedded malware'
scenario, should you wish to dig a bit deeper.

With your IT teams, CyberScout will conduct a full assessment of
your business' testing environment and parameters, carry out the
simulation and follow up with a full report detailing the findings

of the test, identifying where your vulnerabilities lie and providing
data-based recommendations for improvement.

PROVIDER: Grant Thornton

One of the world's largest business consulting firms, Grant
Thornton, will work with you to understand your remote working
environment and the kind of risk scenarios you could face before
conducting a simulated breach exercise, which typically takes 2-5
hours.
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PROVIDER: Fleishman Hillard

Our expert communications partners will undertake a full review
and gap analysis of your existing plans and deliver a detailed
analysis of:

e Escalation processes and resource availability

¢ Media relations, social media guidelines, media monitoring and
internal communications

e Coordination with external stakeholders

e Protocols for holding and maintaining out of hours contact
information for key people

You will be provided with key recommendations on where

improvements could be made to management capabilities.
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Penetration Testing

Every business has vulnerabilities. \We will
simulate a live attack to identify yours and
show how they might be exploited.

Between USD 12,500 and USD 35,000
(subject to scope)

Compromise Assessment

Goal

Cost Approx. USD 8,000 (subject to scope)

Your organisation may already have been
compromised. This assessment will
identify if that is the case and how you can
you remedy it.

Vulnerability Scan

Goal

Cost Approx. USD 6,000 (subject to scope)

Your systems are a key point of vulnerability.
This scan will identify what systems in your
network are unconfigured, misconfigured or
otherwise create a weak point.

Cyber Security Design & Implementation

The design of your defence is as important
as your response. This service will help you
create the best cyber security approach for
your business.

Between USD 5,000 and USD 10,000
(subject to scope and company size)
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PROVIDER: CyberScout

CyberScout will simulate real-world attacks coming from
within and outside your organisation to identify internal and
external vulnerabilities.

PROVIDER: Grant Thornton

Grant Thornton will scan your systems for signs of existing
and historical data breaches, spanning all accessible client end
points.

Running a series of one-off scans and monitoring your network
for one week, they will identify existing signs of compromise
to help you take action on leaked information.

PROVIDER: CyberScout

CyberScout will test your systems and conduct an active
analysis of the network services for any weaknesses, technical
flaws or vulnerabilities. After an initial consultation with your IT
teams, they will run the scan and deliver of a full report detailing
all the findings and recommendations.

PROVIDER: Grant Thornton

Grant Thornton will provide advice on specific improvements
to your cyber security defences, ranging from security policy
advice to complete security and network architecture redesign.

Dark Web Review or Covert Imminent Breach Service

Cyber crime depends on the Dark Web
and Deep Web. This service will reveal
whether you or your clients’ data is out
there and whether your vulnerabilities are

known in these worlds.

Cost Approx. USD 2,000 (subject to scope)

PROVIDER: Grant Thornton

Dark Web Review: Grant Thornton will use their proprietary
tools, methodologies and their National Security experience to
scan for identifiable client vulnerabilities or data that is already
in the hands of bad actors.

Covert Imminent Breach Service: This service provides
one-off or continuous scans of the Dark Web and Deep Web
to identify mentions of your business, including passwords and
user data that could be used to hack your system. They will
also search for client data and monitor for “chatter” about your
business and threats in your industry.
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Programme Features A Smart Approach

e Financial capacity of up to €25 million Our centralised and unified management
(US$25 million or £15 million) per structure promotes real-time interaction
Cyber policy between our transnational teams of

e Primary or excess underwriting, claims and legal professionals.

The fact that our assets are consolidated

» A under “one roof” makes us institutionally
quick: quick to respond; to provide intelligent
advice, innovative solutions and efficient
claims handling.

Tokio Marine HCC’s insurance
' ) companies are highly rated*:

S&P Global Fitch
Ratings A-M: Best Ratings

A+ | A++ | AA-

(Strong) (Superior) (Very Strong)

0 Asking the right questions for a

. Working in synergy for effective Customising policies for individual
profound understanding of your . . . ; . o
needs information exchange businesses in multiple jurisdictions
Providing local service and Responding quickly and Delivering effective
support worldwide efficiently to your enquiries insurance solutions
Providing fast and fair Working with you every step RESULT: You get back to
claims services of the way, for the long-term business with one less worry

Contact Us

Barcelona London Munich

Tokio Marine Europe - Spanish Branch HCC International Tokio Marine Europe - German Branch
Torre Diagonal Mar Fitzwilliam House, 10 St. Mary Axe Rindermarkt 16

Josep Pla 2, Planta 10 London EC3A 8BF, United Kingdom 80331 Munich, Germany

08019 Barcelona, Spain Tel: +44 (0)20 7648 1300 Tel: +49 89 3803 4640

Tel: +34 93 530 7300 Lloyd's Box 252, Second Floor

cyber@tmhcc.com in Tokio Marine HCC - Financial Lines #TMHCC_Cyber

A member of the Tokio Marine HCC group of companies

Tokio Marine HCC is a trading name of HCC International Insurance Company plc (HCCII), Tokio Marine Europe S.A. (TME) and HCC Underwriting Agency Ltd (HCCUA), members of
the Tokio Marine HCC Group of Companies.

HCCII is authorised by the UK Prudential Regulation Authority and regulated by the UK Financial Conduct Authority and Prudential Regulation Authority (No. 202655). Registered

with Companies House of England and Wales No. 01575839. Registered office at 1 Aldgate, London EC3N 1 RE, UK. TME is authorised by the Luxembourg Minister of Finance and
regulated by the Commissariat aux Assurances (CAA); registered with the Registre de commerce et des sociétés, Luxembourg No. B221975 at 26, Avenue de la Liberté, -1930,
Luxembourg; Operating through its Spanish Branch, domiciled at Torre Diagonal Mar, Josep Pla 2, planta 10, 08019 Barcelona, Spain, registered with the Registro de Entidades
Aseguradoras de la Direccion General de Seguros y Fondos de Pensiones under the code E0236, VAT number in Spain (“N.I.F") W0186736-E, registered with the Registro Mercantil
de Barcelona, at volume 46.667, page 30, sheet number B-527127 registration entry 1; and through its German Branch, domiciled at Berliner Allee 26, 40212 Dusseldorf, Germany,
registered with the Handelsregister beim Amtsgericht Diisseldorf under the number HRB 84822, authorised by the Bundesanstalt fir Finanzdienstleistungsaufsicht (BaFin) under
the number 5217. VAT ID No: DE320932530. We have authority to enter into contracts of insurance on behalf of the Lloyd’s underwriting members of Lloyd's Syndicate 4141 which is
managed by HCCUA.

The policyholder will always be informed of which insurer in our group will underwrite the policy according to jurisdiction.

Not all coverages or products may be available in all jurisdictions. The description of coverage in these pages is for information purposes only. Actual coverages will vary based on
local law requirements and the terms and conditions of the policy issued. The information described herein does not amend, or otherwise affect, the terms and conditions of any
insurance policy issued by Tokio Marine HCC Group of Companies. In the event that a policy is inconsistent with the information described herein, the language of the policy will
take precedence.
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